


Starting the AI Journey
● More than 60% believe that their company’s journey regarding AI capabilities is either 

developing or emerging. This is in stark comparison to 9% of those who believe their 
company is leading.1

1 The entirety of this survey is based on the 55 risk executives that attended the Fall 2023 ERM Summit.



Behind the Competition
• Very few believe they are ahead of the competition in assessing the downside 

and the upside of AI.



A Need for More Risk Assessment
• 36% believe they have spent enough time assessing the downside.
• 51% believe they have spent enough time assessing the upside.



Capabilities are Lacking
● 47% have developed the strategic 

vision for AI.
● 42% have built or bought the AI 

and technical core capabilities.
● Only 27% have changed the talent 

and culture.
● Only 24% have integrated risk 

management capabilities.
● 45% have adopted a responsible AI 

framework.



Top AI Risks
● The top 5 are:

○ Security
○ Privacy
○ Misinformation
○ Employee misuse of AI
○ Strategic - not having the 

right vision and strategy



Top ERM Concern
● The Top 5 ERM concerns with AI:

○ Governance of AI
○ Monitoring of AI risk
○ Assessing the AI risk
○ Identifying AI related risk
○ Linking AI risk to strategy



Key to Managing the Upside to AI
● 21% believe the key in 

managing the upside is 
identifying risk in business 
cases as early as possible.

● 16% believe the key is 
education and training to 
develop core expertise.



Risk Reduction
● Almost 60% believe that the 

proper deployment of AI can 
actually assist in the reduction 
of some risks.



Considering Risk
● Only 36% agree that risk is 

being properly considered as AI 
is being developed, tested, and 
deployed.

● In order to better understand 
the potential risks associated 
with AI, we should increase risk 
awareness and assessments.



Getting ERM Involved
● 53% agree that ERM is appropriately involved in the downside of risk.
● 33% agree that ERM is appropriately involved in the upside of risk.
● 36% agree that ERM is appropriately involved in the risk associated with the adoption & 

exploration of AI business cases.



Organizational Approach to AI

● 25% see AI as a stand-alone 
risk

● 25% see AI as an amplifier 
of other risks

● 14% use AI as a dimension 
when they assess the 
impact of other risks



Governance Preparedness is Lacking

● Only 34% of respondents 
agree that the current board 
risk oversight and 
governance process is 
adequately prepared to 
oversee AI risk.

● Board risk oversight and 
governance must increase 
their preparedness to 
oversee AI risk as current AI 
capabilities, usage, and 
opportunities are set to 
expand in the current 
business environment.















ERM Opportunities with Gen AI
● Gen AI is largely agreed as 

being a beneficial ERM 
opportunity as it relates to:
● Identifying risk
● Benchmarking risk
● Assessing risk
● Forecasting risk
● Finding common ground in 

risks




